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Course Description & Objective: This course, IST 728, will provide the student with an analytical framework (historical, legal, economic and technical) to better understand the context for Information Security Policy creation, its impact on and from organizational management, and operational implications. 

It has been designed for business, law, and technology students interested in information security as it impacts the management and operations of business and government, information security policy and best business practices.

The course provides an in-depth examination of information security policy as it has evolved within the Federal government and private sector.  Various security program "perspectives" such as information sharing, information assurance, law enforcement, critical infrastructure protection, public/private partnership, vulnerability and risk assessment, intelligence and homeland security/homeland defense will be explored and contrasted.  Using text books, source material and contemporary thought pieces, key legislative and policy documents will be discussed in the context of current policy-making structures and the effect of policy and business governance making process on managerial and technical outcomes. 

Case studies, demonstrations, and hand-on exercises are used to supplement classroom discussions and readings.  Informed student participation and discussion are essential to a successful course experience.

During the course we will emphasize: 

1. Experiential learning through assignments and projects. 
2. Collaboratively learning concepts/techniques with peers during class discussions/projects.
3. Self-learning with appropriate instructional support and timely feedback





Course Materials: 

There are two required textbooks that are available through commercial on-line book sellers. There will also be other material posted on the course website by the instructor to more clearly illustrate specific topics. In particular, much of the material dealing with Governmental issues separate from private businesses will be provided in this fashion.

Textbooks:  

Brotby, Kraq, Information Security Governance (Wiley, John & Sons, Incorporated: Hoboken, New Jersey, 2009, ISBN: 9780470131183)
Lacey, David, Managing the Human Factor in Information Security: How to Win over Staff and Influence Business Managers (Wiley, John & Sons, Incorporated: Hoboken, New Jersey, 2009, ISBN: 0470721995, ISBN-13: 9780470721995)

Assignments, Grading, and Course Participation:

There are five graded assignments for this course that are described below. The ‘Course Schedule’ section provides reading due dates. Please note that the first week of the class is in large part a reading week, the postings will be focused on providing information about the students and the instructor and obtaining an understanding of the level of knowledge of each student. Based on that interaction, some adjustment to the schedules may be made.

1) Essay (20-25 pages): The purpose of the course final research paper is to provide the student with the opportunity to demonstrate the ability to critically evaluate a topic relating to Information Security, policy creation, and implementation. 

This is a formal academic paper, based on instructor-approved essay concept paper, with footnotes and a bibliography.  It will be between 20 and 25 full pages (i.e. no extraneous white space), page numbered, double spaced (no spacing between paragraphs), standard one inch margins, and 12-point font.   Essays will be submitted to the instructor electronically in the “Assignment Dropbox” area of the course LMS site by December 11th, 2009.  Charts, graphs and other inserts are welcome, however will be closely evaluated for their capacity to inform subject matter.   The cover page, bibliography, footnote page and any additional appendices should not be included in overall page count.   Remember, this is an academic paper.  Your informed opinion is what I am seeking.  Back up your observations and conclusions with facts, data and research from the literature.  Remember, an average essay will merely describe a policy or a process within an organization without accompanying analysis and external research.  An above average essay will incorporate all of the above elements.  This will be discussed further in class.  

Students will not receive project reports back, but will receive comments via e-mail by December 31st if specifically requested.

In addition, all students will be familiar with the Conduct and Academic Honesty Policy of the University and apply them during this course.  See source below.   (40% of grade)
2) Two Quizzes:  The quiz questions will be provided in the form of an MS Word document that will be downloadable from the class LMS site. Students are to complete the quiz questions on the same MS Word document and submit them in the “Assignment Dropbox” area of the LMS site as a file attachment. The quiz will be made available the Monday of the week and be due by midnight the following Sunday. (15% per quiz = 30%)
3) Class Participation (includes presentations, readings, adherence to class standards and course discussion):  (20% of grade)
4) One Short Paper (5 pages): Instructor assigned topic. Same style guidelines apply as described above. (10% of grade)

Grades:

Course final grades will be assigned as follows: 
A 		100-93 
A - 		92-90
B + 		89-88 
B 		87-83 
B - 		82-80, 
C + 		79-78 
C 		77-73
C -		72-70
D		69 – 60
F		< 60


Fall 2009 Semester Course Schedule:

	Week #
	Start Date of Week
	Readings
	Other Items

	1
	Aug 30
	Brotby: Chaps 1-4
	

	2
	Sep 6
	Brotby: Chaps 1-4
	

	3
	Sep 13
	<provided by instructor>
	Short Paper Assignments Provided

	4
	Sep 20
	Brotby: Chaps 6 – 8
	

	5
	Sep 27
	Brotby: Chaps 10, 12, 14
	

	6
	Oct 4
	<provided by instructor>
	Quiz #1

	7
	Oct 11
	Lacey: Chaps 1-3
	

	8
	Oct 18
	<provided by instructor>
	Short Paper Due

	9
	Oct 25
	Lacey: Chaps 4-5
	

	10
	Nov 1
	Lacey: Chap 6
	

	11
	Nov 8
	<provided by instructor>
	Quiz #2

	12
	Nov 15
	Lacey: Chap 8-9
	

	13
	Nov 22
	<provided by instructor>
	

	14
	Nov 29
	Lacey: Chap 11
	

	15
	Dec 6
	<none>
	Final Paper Due 12/10



 
Course Website - LMS: 

The School of Information Studies learning management course tool is Blackboard Learning System CE (LMS). Most iSchool campus courses use the iSchool LMS as a supplement to classroom activities and all distance learning courses are conducted in the iSchool LMS. Access to the iSchool LMS is available at the following URL: http://ischool.syr.edu/learn  All fall and spring courses will be available in the iSchool LMS one week prior to the semester beginning. Questions regarding the iSchool LMS should be directed to Peggy Brown at ilms@syr.edu or you may contact her at 315-443-9370.

Academic Integrity 

The academic community of Syracuse University and of the School of Information Studies requires the highest standards of professional ethics and personal integrity from all members of the community. Violations of these standards are violations of a mutual obligation characterized by trust, honesty, and personal honor. As a community, we commit ourselves to standards of academic conduct, impose sanctions against those who violate these standards, and keep appropriate records of violations.  The academic integrity statement can be found at: http://supolicies.syr.edu/ethics/acad_integrity.htm.


Student with Disabilities 

If you believe that you need accommodations for a disability, please contact the Office of Disability Services (ODS), http://disabilityservices.syr.edu, located in Room 309 of 804 University Avenue, or call (315) 443-4498 for an appointment to discuss your needs and the process for requesting accommodations. ODS is responsible for coordinating disability-related accommodations and will issue students with documented disabilities Accommodation Authorization Letters, as appropriate. Since accommodations may require early planning and generally are not provided retroactively, please contact ODS as soon as possible.

Ownership of Student Work
 
This course may use course participation and documents created by students for educational purposes. In compliance with the Federal Family Educational Rights and Privacy Act, works in all media produced by students as part of their course participation at Syracuse University may be used for educational purposes, provided that the course syllabus makes clear that such use may occur. It is understood that registration for and continued enrollment in a course where such use of student works is announced constitutes permission by the student. After such a course has been completed, any further use of student works will meet one of the following conditions: (1) the work will be rendered anonymous through the removal of all personal identification of the work’s creator/originator(s); or (2) the creator/originator(s)’ written permission will be secured. As generally accepted practice, honors theses, graduate theses, graduate research projects, dissertations, or other exit projects submitted in partial fulfillment of degree requirements are placed in the library, University Archives, or academic departments for public reference.


